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ABSTRACT
Border Gateway Protocol (BGP) is vulnerable to routing attacks because of the lack of
inherent verification mechanism. Several secure BGP schemes have been proposed to prevent
routing attacks by leveraging cryptographic verification of BGP routing updaté&R,
which aims to invalidate the “proven” secur.i

to announce forged routes even under full deployment of any existing secure BGP proposal.

By launching TIGER attacks, malicious ASes can easily generateammounce
forged routes which can be successfully verified by the existing secure BGP schemes.
TIGER attacks can evade existing routing anomaly detection schemes by guaranteeing
routing datgplane availability and consistency of conirahd datgplane. oward a new
securing BGP scheme, we propose ARGER to detect and defend against TIGER attacks.
Anti-TIGER enable robust TIGER detection by collaborations between ASes. Spread
Spectrum Communication technique to watermark certain special probing paskéts
manifest the existence of TIGER attacks. ARGER does not require any modifications in

routing dataplane, therefore it is easy to deploy and incrementally deployable.
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INTRODUCTION

I n the recent past, t her ehijakig e thblatermet many
whereinan Autonomous System “hijacks" routes s
prefixes. Such incidents are regularly reported on the NANOG mailing list report a few
specific ones. This, in turn, has prompted a numberayosals to address the problem some
of these targets the specific goal of detecting prefix hijack attempts while others strive to
improve the general security of itdomain routing. Irrespective of whether it is caused by a
misconfigurations or a maious entity, the AS that hijacks a prefix can black hole all the
hijacked traffic and thus, cause a defifikervice attack against the prefix owner. It can also
redirect the traffic to an incorrect destination and use this for a phishing attacktHasall
cases, the prefix's traffic does not reach the destination. However, it is also possible for an AS
to hijack the traffic to a prefix and then forward this traffic on to the prefix owner. Hence,
instead of black holing the destination's traffic, thi® ul d al |l ow t he AS to
traffic without disrupting the destination's connectivity to the Internet and thus, become a

manin-the-middle.

Existing System:

BORDER Gateway Protocol (BGP) is the-fdeto protocol to ensure the irHaS
connectiviy of the Internet. However, since BGP does not have-touittechanisms to verify
if a route is genuine, it suffers severe security plagues. Any AS(or BGP router) can announce
a fake route, and its neighbors cannot verify if the route is valid. For eeampFeb. 24th,
2008, Pakistan Telecom (AS17557) started an unauthorized announcement of the prefix
208.65.153.0/24. One of Pakistan Telecom's upstream providers, PCCW Global (AS3491),
forwarded this announcement to the rest of the Internet, resultthg mjacking of YouTube
traffic on a global scale for more than two hours. Many similar traffic back holes and
interceptions with active routing attacks and mussfigurations have been reported. BGP
does not have builh mechanisms to verify if a routis genuine; it suffers and miss
configurations many similar traffic back holes and interceptions with active routing attacks.
In order to effectively eliminate false routing updates, a wide array of secure BGP schemes
have been proposed. For example, $cBGP (SBGP) provides route attestation by
leveraging heavy cryptographic operations. Researchers recently have theoretically "proven”

the security of BGP training the same security oB&P.
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Proposed System:

TIGER attacks, which aims to launch routing attacks even with fully deployment of
these “proven secure” BGP proposal s. I n TI1 GE
security mechanisms collude to generate forged routing paths, whose signatures can be
successfully verified by other ASes. That is, with TIGER, any pair of colluding ASes can
invalidate the existing idealized BGP security proposals and launch routing attacks at will,
e.g., generating routing blackholes or attracting traffic. TIGER can by émsched by
ISPs or ASes because it does not require modification to BGP protocol. Instead, TIGER can
be launched by configuring commercial -tfie- shelf (COTS) routers deployed with or
without BGP security mechanisms. Specifically, two COTS BGP meute two different
ASes build BGP sessions by tunneling, such that these two ASes can collude to generate
forged routing paths without being detected by other ASes. We call these two routers TIGER
routers. With TIGER routers, network operators can cordifdGP filtering to launch attacks
for specific destinations, while not impacting traffic to other destinations. Our key
observation to detect a TIGER attack lies on the fact that the attack leverages a tunnel to
generate fake links so as to announce fngeiting paths, while a benign routing path only
includes real links. Hence, there must exist at least one node in a fake link, which provides
the unique opportunity for victim ASes to detect the TIGER attack if any tunneled AS can
report its existence itraffic forwarding paths to the outside world. Based on the observation,
we develop an AMTIGER that aims to detect TIGER attacks by building collaborations

between possible intermediate tunneled ASes and victim ASes.
System Architecture:

System desigis the process of defining the architecture, componemslules, and
data for a system to satisfy specified requirements. One could see it as the application of
systems theory to product development. There is some overlap with the disciplines of systems
analysis, systems architecture and systems engineering. If the broader topic of product
development blends the perspective of marketing, design, and manufacturing into a single
approach to product development, then design is the act of taking the mankietingation
and creating the design of the product to be manufactured. System design is therefore the
process of defining and developing systems to satisfy specified requirements of the
user.Using TIGER attack we create a fake path by tunneling the bd&t® path using
tunneling techniqued.o include all ASes in the network, each AS should consider the depth

x when building its NAG. Note that, colluding ASes may want to deaping updates
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announced from their downstream ASes, so as to prevent thenetdiate ASes from

learning the existence of the victim ASes attached to the colluding ASes.

BGP

Creating
Pure Data the Fake Path Routing table
Control using TIGER Poisoning
Attack

AS
Anti Tiger WWater Marking
Attack Technique

TIGER Attack
Hetbtework

Fig:Architecture flow Diagram

Module Description:
TIGER Attack Network:

The Network is formed with original routing path details. The AS can be registered
and certificate is generated. When an AS send a message to another AS, it verifies with the
certificate and receive the messages from AS. When the certificate did notwithtche
received AS the message cannot be received. Hence we can send the data securely. Using
TIGER attack we create a fake path by tunneling the Intermediate path using tunneling
techniquesTIGER attacks allow colluding ASes to generate fake links walid signatures
with traditional secure BGP proposals, thus produced forged routing paths also have valid
signatures from the point view of victim ASddnder TIGER attacks, all traffic including
probing packets from victim ASes to the specific destmatiare tunneled and hijacked by
colluding ASes. Hence, all intermediate ASes are invisible to the victim ASes and they
cannot identify any anomaly in routing by probitghen the path is tunneled in the network
and the TIGER node assigns the path and tgpdaBGP table. In BGP routing table the fake
path is updated.
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Neighbor Autonomous System Graph (NAG) Construction:

Anti-TIGER constructs the NAG of each AS with A&vel topology according to

routing updates with different prefixes (destinations), which is similar to existing AS graph

construction schemes for routing attack detection. To include all ASes in the nedaoink

AS should consider the depth x when building its NAG. Note that, colluding ASes may want

to drop routing updates announced from their downstream ASes, so as to prevent the

intermediate ASes from learning the existence of the victim ASes attaclieel ¢olluding

ASes. However, the intermediate ASes can still learn the existence of the victim ASes by

learning routing updates from other ASes. Hence, the intermediate ASes can always identify

victim ASes.
TIGER Attack I Total Number of
Network AS

—

Analyzing
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—
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Tiger Detection Based on Water Marking:

In TIGER attack network, we can identify the tunneled intermediate path by identify

the packet delay or delay in time. After identify the tunnel intermediate path, communicate

with them by water marking technique. In water marking techniqueene & encoded mark

in certain time interval and it can be only decoded in receiving rod#, the intermediate

AS notifies the selected victim AS to initiate TIGER detection. The victim AS responds to

the intermediate AS by sending a special pattern traffic, which can only be decoded between

these two ASes. For this purpose and to evadectbel | udi ng

ASes’

int er

DSSSbhased watermark to realize the special pattern. If the intermediate AS finds that the

traffic with the watermarked traffic is really tunneled or manipulated, it confirms that a

TIGER attack exists, and then respanste result to the victim ASwith another

IUMRC All Rights Reserved

Volume I, Issue 12, December 2016

Page 27



INTERNATIONAL JOURNAL OF MULTIDISCIPLINARY RESEARCH CENTRE (IJMRC) ISSN: 2454-3659(P) 2454-3861(E)

watermarked message. With this thwesy detection protocol, the intermediate AS and

victim AS collaborate on accurate and robust TIGER detections.

entlying Communicate
TIGER Attack Tunneling . Encode &
. with
Network Intermediate . Decode
ol Intermediate

Fig:ldentifying the Tunnel while sending the path
TIGER Defense:

Communicate with the intermediate by tracing the data path. If data packets
are dropped or difference in time travelling in path, then the path is hijacked. Set low priority
for that hijacked path in Autonomous System netw@nkce an AS noticethat it is a victim
AS under a TIGER attack, its ARTIGER service generates a routing update to the BGP
routers within the same AS. These routers can modify their routing policies by filtering
routing updates to corresponding destinations. This timdégnde against the forged routing
paths announced by AS, and triggers routing path reselection, e.g., by assigning low

preference values to the forged routing path in its routing table.

Commqmcanon Trace the Data Difference n Detect TIGER .S.e ot
i Path Time to receie Attacker AL
Infermediate Hijacking Path
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Figl:Usemill Register before Login into the System
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Fig2:User entering the Registeration Details.
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CERTIFIED USER:

B3 CERTIFICATE CREATION

AUTONOMOUS DETAILS:

Fig 3:Checks for the User Certification Window.
TOPOLOGY:

#® TOPOLOGY DESIGN @@

\"J |
SO\IRCE \ |As1 = Ilv ] -~

DESTINATION

. WEIGHT \ /

CALCULATE |

@ submission successfull

OK

Fig 4:TopologyDetails and Notification for Submission.
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BGP ROUTING TABLE:

BGP ROUTER

A

System name Mext-Hop Weight

Fig 5:Routing Table details with number of users has Entered.

Login

EA LoGIN

Autonomous Sytem Name fat=q

Port Number 1111

LOGIN

fig 6:User Login page
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NODE FRAME:

node AS1

Search || | | Browse || sena || ciear |
Get Det...
| nAGconstruction |
APNIC Num...
Key [ | pETECTING TIGER |

[~] [ Finapatn

Path Shortest P... B
Jr§\ K j i‘ S

fig7:searchor the Possible number of Paths to flow the message in network.

Attacker Login:

EA LOGIN

fig 8:Screen of Attacker try to Login

-
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ATTACKER NODE:

BEA node AS3

Search | | | Browse | | Send | | Clear |

GET DETAL...

APMNIC NUMBER | |

KEY | |

| ToPOLOGY DESIGN | | Find |
AS1 - Findpath Shortest Path Find Intermediate Node
AS4

Fig 9:Attacher will Tunnel a Node to Hack the message.

ATTACKER ASSIGNING FAKE PATH:

2 TOPOLOGY DESIGN [:]@

) = N
SD\IRCE \ |as3

DESTINATION AS6
S———
WEIGHT 20|
= :
| CALCULATE |

Fig 9:Fake Path assigned by Attacker.
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CHECKING NODES:

node AS1
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Message forward
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Figl0:Anong all the Possible paths it takes the Shortest Path.

Destination:
B node AST
Search |C:1Documents and Settingshwedhaihdy Docurﬂ | Browse | | Send | | Clear |
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37 33 =
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Figl1:Output message with Securely routed to the Destination with out
Hacking.
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Conclusion:

We propose TIGER attacks that successfully invalidate existing BGP security schemes, e.g.,
SBGP and BGPsec. Internet ASes can easily hijack prefixes by launching TIGER attacks
even though the network is fully deployed with BGPusig schemes. In the meanwhile,
existing routing anomaly detection schemes also fail to detect this new type of attacks. To
address this issue, we propose AHGER to detect and defend against TIGER. AHGER

are implemented with an efficient and rebuhreeway detection protocol by leveraging a
traffic watermark technique, i.e., Direct Sequence Spread Spectrum. Our experimental studies
show that AnHTIGER can easily and accurately identify TIGER attacks in presence of

interference from adversary AS.
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